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HIGHLIGHTS

o Implementation of the facial recognition system: Enrolment and identification.

e Implementation of the fingerprints recognition system: Enrolment and identification.

e Implementation of the embedded system under Arduino for access control to secure premises by facial
recognition and fingerprints recognition system.

e Evaluation of the performance of the access control system by the confusion matrix.

ABSTRACT

Single-mode biometric systems suffer from several problems that make them unsuitable for current
biometric applications that require high levels of reliability and security. These problems include the use
of a single biometric trait that is prone to noise, poor capture, lack of biometric points, and deterioration
of biometric input quality. In this paper, we are interested in decision fusion access control on a biometric
bimodal pattern recognition system based on fingerprints and facial recognition. To realize this access
control system based on facial recognition and fingerprints, we used an embedded system under Arduino,
we programmed electronic systems for the automatic opening of doors without human action being. The
performance evaluation of decision fusion access control on a biometric bimodal pattern recognition
system is realized by means of the confusion matrix, the calculations of the evaluation parameters
(Sensitivity, Specificity, Positive Predictive Value, Negative Predictive Value and False Negative). From a
sample of 500 individuals, 250 of whom were registered and 250 non-registered, our access control system
obtained the results of 248 true positives, 2 false negative, 1 false positive and 249 true negatives which
constitute our confusion matrix. However, from the set of tests performed we can conclude that by taking
advantage of the fusion of these two modalities, we increase the verification performance of system as the
verification performance of bimodal system (fingerprint decision fusion and facial recognition) is applied
to give even better results compared to single mode systems.

Keywords: Embedded system, biometrics, access control, automation, facial recognition, fingerprints pattern
recognition
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GENERAL INTRODUCTION

Single-mode biometric systems suffer from several problems that make them unsuitable for current
biometric applications that require high levels of reliability and security (Benaliouche & Touahria, 2014).
These problems include the use of a single biometric trait that is prone to noise, poor capture, lack of
biometric points, and deterioration of biometric input quality (Bopatriciat Boluma Mangata et al., 2022).

Problematics

In a practical biometric system that uses biometrics for personal recognition, a number of other issues
need to be considered (Mathivet, 2017):
v’ Performance: the accuracy and speed of recognition achievable in terms of the resources
required, and the operational and environmental factors that affect accuracy and speed;
v’ Acceptability: the degree to which people are willing to accept the use of a particular form of
biometric identification in everyday life;
v’ Bypass: the ease with which the system can be fooled using fraudulent methods.

Each of these attributes has its own characteristics compatible with the requirements of different security
systems (Norman, 2011). A single-modal biometric system uses one type of component based on a solitary
methodology, such as fingerprints, iris, face and others (Raji & Fried, 2021).

A practical biometric system should have specified levels of accuracy, speed and recognition resources be
safe for all users, be accepted by the target population and be robust enough to withstand various
fraudulent methods and system attacks (Wirotius, 2005). The success of a biometric system depends on
how the relevant information is captured, the learning strategy used and the extent to which it is resistant
to variation in the data captured (Kaur, Krishan, Sharma & Kanchan, 2020).

Hypothesis

The introduction of multimodal biometrics is a solution to these problems because multimodal systems
can improve recognition performance by combining several sources of information (Bowers, D. M.
(2013).).

To realize this access control system from the fusion of decisions on facial recognition and fingerprint
systems, we will use an embedded system under Arduino which will give us the possibility to assemble
the performances of programming and electronics, more precisely, we will program electronic systems
for the automatic opening of doors without the action of a human being (Bopatriciat Boluma Mangata et al.,
2021).

Purpose and motivation of the work

Our work consists in studying, designing and implementing biometric bimodal individual recognition
systems based on global decision fusion for automatic access control, while exploiting fingerprints and
facial recognition.

Multimodal systems allow for improved recognition performance by combining several sources of
information. They also address the problem of non-universality of some biometrics and offer a high degree
of flexibility, since biometric traits that are unusable or not preferred in some individuals can be
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compensated for by other biometric modalities. They limit the possibility of fraud as they provide
additional protection, as it is more difficult to obtain and reproduce several features at once (Cao & Jain,
2018).

Our approach will achieve the following objectives:
v" Design an embedded system using Arduino for automatic door opening;
v" Designing biometric systems based on fingerprints and facial recognition for access control
(Hamann & Smith, 2019).
v" Evaluate the performance of these systems using confusion matrices (Zeng, 2020).

Interest of the subject

The interest of such an approach is to bring a valuable help to the scientific community, by providing them
with a reliable tool for automatic access control and biometric bimodal pattern recognition.

Research methodology

Critical analysis and analytical and experimental methods articulate our work. Such work is punctuated
by theoretical activities (documentary research), and above all practical activities (participation in
workshops, seminars and colloquia, as well as the convening of exchange/discussion sessions relating to
specific aspects of the project with the other residents in their disciplinary diversities and specificities).

Implementation of a biometric bimodal access control system based on fingerprints and facial
recognition

In this point of our work, we will realize an access control system from the fusion of decisions on facial
recognition and fingerprint systems, we will use an embedded system under Arduino which will give us the
possibility to assemble the performances of programming and electronics, more precisely, we will program
electronic systems for the automatic opening of doors without the action of a human being (Conger, Fausset
& Kovaleski, 2019; Benaliouche & Touahria, 2014).

= Traitement

Ouverture

¥ Fusion globnleH Décision

as d’ouverture

=} Traitement

Figure 1: The global decision fusion
Hardware architecture of the system

The hardware architecture of the project is as follows (Douaa, & Radhwane, 2019):
v A camera/webcam, communicating with a computer;
v’ Personal Digital, a fingerprint reader, communicating via the USB port;
v A computer, containing a biometric application in C# that allows instructions to be given to the
Arduino board via the serial port.
The Arduino board, which is programmed to analyse and produce electrical signals, in order to perform
automatic door opening and closing tasks (access control).
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v TOWER PROTM Micro Servo 9g SG90, a stepper motor that will allow us to make the opening
and closing movements of the doors.

| mufp-_}application

Personal Digital

Carte Arduino

cameéra/ webcam

Figure 2: The project's hardware architecture

RESULTS

Here is the representation of some graphical interfaces of our application:
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Figure 3: The enrolment window with two modalities
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Figure 4: The verification window with two modes

SYSTEM PERFORMANCE

This paper item evaluates the performance of our fingerprints recognition and facial recognition-based
access control system for securing premises (Conger, Fausset & Kovaleski, 2019).
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On a sample of five hundred individuals, of which 250 were registered and 250 non-registered, our bimodal
access control system obtained the following results: 248 true positives, 2 false negative, 1 false positive
and 249 true negatives.

Estimation of evaluation parameters

When we have a representative sample of a population, we can summarize the data of the experiment by a
2x2 confusion matrix, on which the numbers are indicated (Guizani, Zavala & Funamizu, 2016).

Given two fundamental subspaces of the space E, the random events are B;: "being enrolled" and B,: "not
being enrolled" (Caelen, 2017).

Let VP, FP, FN and VN be the events from the fundamental set E.
The elements of E, possible results of the tests are as follows (Bopatriciat Boluma Mangata et al., 2022):

v’ VP (True Positives), represents the individuals enrolled (E+) and accepted by the system {S} ;

v' FP (False Positives), represents the individuals not enrolled (E-) and in whom the system has
accepted them {S} ;

v FN (False Negatives), represents the individuals enrolled (£+) and in whom the system has rejected
them {S-} ;

v" VN (True Negatives), represents individuals who were not enrolled (E-) and where the system
rejected them {S-};

Confusion matrix
In supervised machine learning, the confusion matrix is a matrix that measures the quality of a classification
system. Each row corresponds to a real class, each column corresponds to an estimated class. The cell row

L, column C contains the number of elements of the real class L that have been estimated as belonging to
the class C (Heydarian, Doyle & Samavi, 2022).

One of the interests of the confusion matrix is that it quickly shows whether a classification system manages
to classify correctly.

Table 1: Confusion Matrix

E+ E-
S+ VP FP
S- FN VN

Estimation of sensitivity and specificity
The sensitivity of a sign for a disease is the probability that the sign will be present if the subject has the
disease in question. It is therefore the conditional probability that can be noted (Markoulidakis, Rallis,

Georgoulas, Kopsiaftis, Doulamis & Doulamis, 2021):

By definition, the Sensitivity = Se = IP(S/E) )
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This conditional probability is estimated by the ratio of the corresponding numbers to the observed
confusion matrix:

vp
~ VP+FN )

0

Se

Note: True parameters, which are conditional probabilities, and their estimates, which are ratios of observed
numbers, are noted identically, following established usage (Xu, Zhang & Miao, 2020).

The specificity of an access control test is the probability that the individual will not be enrolled and the
system will deny access.

VN
VN+FP (3)

Specificity = Sp = IP(S/E) =

A diagnostic test is therefore all the more specific as subjects free of the disease present the S sign less
often.

For a "perfect" test, i.e. one that makes no errors, the sensitivity and specificity values are equal to 1.
Estimation of predictive values

In practice, let’s assume, when a doctor receives the result of a complementary examination, positive or
negative, he does not know whether the patient suffers from the condition he is trying to diagnose or not,
and the probabilities he is interested in are expressed as follows: what is the probability of the presence of
disease E in this patient, knowing that the examination has given a positive (or negative) result?. These
probabilities are called predictive values (Ruuska, Hémaélédinen, Kajava, Mughal, Matilainen & Mononen,
2018).

Specifically, we have:
v" The positive predictive value (VPP) of a sign for a disease is the probability that the subject will
have the disease if the sign is present;
v’ The negative predictive value (VPN) of a sign for a disease is the probability that the subject is
free of the disease if the sign is absent (Zeng, 2020).

The estimates are obtained from the same data table:

VP

VPP =IP(E/S) = —— (4)
=, 5 VN

VPN =1P(E/S) ~ o (5)

Calculation of the evaluation parameters

Let us compute the estimators of these parameters in the case where we want to evaluate the performance
of the access control system on the fundamental set E, consisting of five hundred individuals distributed in
the confusion matrix below:
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Table 2: Individuals distributed in the Confusion Matrix

E+ E-
S+ 248 1
S- 2 249

Calculation of the evaluation parameters on the partitions of E

Let’s consider events A4 ... 4, such that they form a partition of the fundamental set £ (Bopatriciat Boluma
Mangata & al. (2022).). By definition, 4; are mutually exclusive and their union is £:

V(@i # ), (A n4; =0); (6)

U?:1 A; =E (7

The following table illustrates the composition of our ten events that create the partition of the fundamental

set E (Haghighi, Jasemi, Hessabi & Zolanvari, 2018):

Let’s compute the estimators of these parameters in the case where we seek to evaluate the performance of

Table 3: Ten events create the partition of the fundamental set E.

N° VP FN FP VN Total
1 25 0 1 24 50
2 25 0 0 25 50
3 25 0 0 25 50
4 25 0 0 25 50
5 25 0 0 25 50
6 25 0 0 25 50
7 25 0 0 25 50
8 25 0 0 25 50
9 24 1 0 25 50
10 24 1 0 25 50

Total 248 2 1 249 500

the access control system.

For given thresholds Si, S,
Sp=VN/(VN+FP), VPP=VP/(VP+FP), VPN=VN/(VN+EN), and FN = 1-Sp) :

... Si0, and Average (AVG), we obtain the table below (Se=VP/(VP+FN),

Table 5: Calculation of estimating parameters.

Group Se Sp VPP VPN FN
Si 1 0.96 0.961538 1 0.04
Sa 1 1 1 1 0
S3 1 1 1 1 0
S4 1 1 1 1 0

@O0
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Ss 1 1 1 1 0
Se 1 1 1 | 0
Ss 1 1 1 1 0
Sg 1 1 1 1 0
So 0.96 1 1 0.961538 0
Sio 0.96 1 1 0.961538 0
AVG 0.992 0.996 | 0.996154 | 0.992308 | 0.004

Representation using bar graphs

Here’s our bar chart for the distribution of a quantitative statistical variable. This diagram represents the
results of the 10 groups including the average of the observations:
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Figure 5: Bar graph
As we can notice on the figure above, the average values are represented as follows: Sensitivity is 0.992,
Specificity is 0.996, Positive predictive value is 0.996154, Negative predictive value is 0.992308 and False
Negative = 1-Sp is 0.004.
Graphical representation using ROC curve

A ROC curve is a plot of the sensitivity values Se versus 1-Sp.

According to the performance indicator realized through the ROC curve above, we can confirm that our model is
therefore a better classifier that can diagnose whether the individual is accepted or not.
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Figure 6: ROC curve

CONCLUSION

This paper consists in implementing and studying biometric bimodal individual recognition systems based
on global decision fusion for automatic access control, while exploiting fingerprints and facial recognition.

Single-mode biometric systems suffer from several problems that make them unsuitable for current
biometric applications that require high levels of reliability and security. These problems include the use of
a single biometric trait that is prone to noise, poor capture, lack of biometric points, and deterioration of
biometric input quality. That is for why in this paper, we are interested in decision fusion access control on
a biometric bimodal pattern recognition system based on fingerprints and facial recognition.

To realize this access control system based on facial recognition and fingerprints, we realized biometric
recognition systems based on fingerprints and facial recognition that interacts with an embedded system
under Arduino to give us the possibility to assemble the performances of programming and electronics,
more precisely, we programmed electronic systems for the automatic opening of doors without human
action being.

The performance evaluation of decision fusion access control on a biometric bimodal pattern recognition
system is realized by means of the confusion matrix, the calculations of the evaluation parameters
(Sensitivity, Specificity, Positive Predictive Value, Negative Predictive Value and False Negative).

From a sample of 500 individuals, 250 of whom were registered and 250 non-registered, our access control
system obtained the results of 248 true positives, 2 false negative, 1 false positive and 249 true negatives
which constitute our confusion matrix.

However, from the set of tests performed we can conclude that by taking advantage of the fusion of these
two modalities, we increase the verification performance of system as the verification performance of
bimodal system (fingerprint decision fusion and facial recognition) is applied to give even better results
compared to single mode systems (Jacob,2019).
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